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‘Waking Up To The Threat’ 

“Even though the perpetrators, the targets and the modes of terrorism and political 

violence evolve over the years, unfortunately one fact remains. Terror attacks are 

an established feature of modern life.” 

 

They can be sophisticated – in the form of state-sponsored cyber threats on national 

infrastructure. Or they can be crude – a bomb at a concert for example, or an individual 

with a grudge and a weapon. Ironically, it is these cruder attacks of recent years, often 

involving a lone perpetrator, a vehicle and some hand-held weaponry, which have caused 

the greatest fear.  

Such attacks are of course much more difficult to pre-empt since, by definition, lone 

individuals do not typically communicate with others except on the day of the atrocity and 

do not often involve the level of coordination or use of controlled materials that might 

come to the attention of the security services. But whatever form they take; terror attacks 

have the potential to affect assets and infrastructure in every country and every business. 
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Businesses un-concerned by severe threat level  

The threat level for the UK from international terrorism is set 

by the Joint Terrorism Analysis Centre (JTAC). Currently it is 

deemed ‘severe’, meaning an attack is highly likely. In other 

parts of the world the threat is also deemed to be rising.  

 

Globally, open source data collected across the course of 

2018 by the Terrorism and Insurgency Centre at IHS Markit 

recorded a total of 15,321 attacks by non-state armed 

groups, resulting in 13,483 non-militant fatalities.  

Against this backdrop, it is somewhat alarming that 

businesses worldwide consistently disregard the terror 

threat. 

According to our global risk and confidence research, in 

November 2018, only 4.75% of businesses globally ranked 

terrorism as a key concern.  

 

 

 

 

 

 

 

 

At 6%, European business leaders were the most likely to 

express concern. In North America just 5% of business 

leaders were worried by the terror threat and in Asia and the 

UK the proportion fell to 4%. 

The hotel and leisure industry, transport networks, visitor 

attractions, civic buildings, retail malls, energy and 

construction assets have long been the targets of terror. But 

before the tragic events in Brussels in March 2016 that left 

35 people dead and over 300 injured, who would have 

anticipated that terrorists could cause a European capital to 

be locked down for five days? The difficulty for society is that 

there is often no pattern to terror attacks and they occur 

without warning – certainly public transport operators in 

Utrecht and mosques in Christchurch New Zealand would 

not have been on high alert. 
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Cover is adapting rapidly 

This is a complex arena for insurers and cover has been 

adapting rapidly as a consequence.  

Businesses in the Lloyd’s and company market have 

provided cover for physical damage to property caused by 

terrorist attacks since the high-profile attack on New York’s 

Twin Towers in 2011, arguably one of the most significant 

events in insurance history. 

Over the years some markets have added biological, 

chemical and nuclear weapons to the range of threats and 

more recently, cover has evolved to include compensation 

for losses caused by denial of access to businesses or 

facilities, or loss of earnings in the aftermath of a terrorist 

attack where there was no physical damage to property.  

 

 

 

Some markets are also moving to provide protection against 

active assailants or physical damage caused by cyber 

terrorists.  

The changes introduced just this year by the UK government 

risk facility, Pool Re, to cover losses incurred if a business is 

prevented from accessing its premises in the wake of a 

terrorist attack would certainly have been valuable to those 

closed for extended periods in Salisbury following the attack 

by the Russian state on the double agent Sergei Skripal and 

his daughter in 2018. 

 

 

 

 

 

‘Waking Up To The Threat’ 



5 

Failure to anticipate terror threat is a 

reputational risk 

As underwriters, we are concerned by the gap which our 

research demonstrates exists between the rising terror threat 

and corporate awareness. Despite globally significant terror 

events like the Salisbury poisoning, which impacted 

businesses so severely, the businesses which stand to be 

affected by attacks seem largely blind to the threat that it 

poses to their domestic and international operations. 

This blind spot is a concern at many levels. Not only is it 

incumbent on businesses to protect their business from 

physical damage and to protect current and future revenue 

flows; they also have a duty of care to their employees, their 

customers and suppliers – indeed to anyone whose life or 

livelihood is inadvertently put at risk as a result of their 

interaction with a business. 

 

 

 

 

 

In the Borough Market attack in London, lives were 

undoubtedly saved by brave individuals who were prepared 

to defend others against the attackers. But there was 

discussion in the press at the time, that bars and restaurants 

could have done more to protect customers. Expectations 

are rising that businesses will have a combination of physical 

barriers and response protocols in place to help protect staff 

and customers in the event of an attack. In our opinion, as 

the climate of popular opinion changes, what really matters is 

how well businesses respond.  

In an increasingly interconnected global world, terror threats 

– whether physical or cyber – can have far reaching impacts. 

Directors and officers need to wake up if they are effectively 

to protect the most precious assets of all, their people, their 

customers and ultimately, their corporate reputation.  
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This information contained in this document does not represent a complete analysis of the 

topics presented and is provided for information purposes only. It is not intended as legal 

advice and no responsibility can be accepted by CNA Hardy for any reliance placed upon 

it. Legal advice should always be obtained before 

applying any information to the particular circumstances. 

Please remember that only the relevant insurance policy can provide the actual terms, 

coverages, amounts, conditions and exclusions for an insured. 

All products may not be available in all countries. 

CNA Hardy is a trading name of CNA Insurance Company Limited (“CICL”, company 

registration number 950) and/or Hardy (Underwriting Agencies) Limited 

(“HUAL”, company registration number 1264271) and/or CNA Services (UK) Limited 

(“CNASL”, company registration number 8836589) and/or CNA Hardy 

International Services Limited (“CHISL”, company registration number 9849484) and/or 

CNA Insurance Company (Europe) S.A., UK Branch (“CICE UK”, company 

registration number FC035780). CICL, HUAL and CICE UK are authorised by the 

Prudential Regulation Authority and regulated by the Financial Conduct Authority 

and the Prudential Regulation Authority (firm reference numbers 202777, 204843 and 

822283 respectively). The above entities are all registered in England with their 

registered office at 20 Fenchurch Street, London, EC3M 3BY. VAT number 667557779. 
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