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According to CNA Hardy’s Risk & Confidence Survey research, cyber risk has been 
a top concern among the c-suite of multinational businesses for the last three 
years and is predicted to remain a major concern into 2020, and beyond. 

32% of UK businesses have suffered a cyber breach in the last 12 months 
according to a 2019 UK Government report*, yet only 31% have completed 
a Cyber Risk Assessment in the same timeframe, and only 11% have cyber 
insurance according to the Association of British Insurers**.

The 2019 World Economic Forum Report lists cyber threats as the  
fourth greatest risk to world economies, behind climate change 
and natural disasters.

Technology is increasing cyber threats
The vast majority of businesses now hold their valuable assets digitally – from 
email communications, customer and employee data, to business financials and 
operational details. These assets are therefore visible, and potentially available to 
anyone from anywhere in the world.
Technology is driving expansion and business growth but it is also its soft under-belly.  
As technology becomes ever more embedded and critical, so managing it 
becomes harder and the risk of getting it wrong increases. Greater dependence 
inevitably paves the way for greater cyber exposure. It is a vicious circle.
Technology has proven itself time and time again to be the greatest of enablers, 
but by a touch of a button, it can also be disabled, or worse, misused. 
If a business uses any of these types of technology then it has cyber exposures:

* UK Government Cyber Breaches Report 2019
** Association of British Insurers Cyber insurance media release 8/8/2019

Online accounting/banking

Website or a blog

Social media account

Email marketing 

Electronically stored employee  
& customer data

Cloud based providers

Online facilities: book, order or  
pay online

Internet of Things: electronically 
connecting to devices, machinery 
and control systems

Mobile & apps
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 Business  
interruption
• Systems down
• Supply chain outage

 Virus damage & 
ransomware
• Malware
• Ransom required for access

 Data  
breach
• Human error
• Unauthorised access

 Phishing
• Social engineering
• Spear phishing

Cyber Risks

Why cyber insurance is essential 
In the past, insurers were called upon to protect tangible assets: cars, homes, 
buildings and belongings. And while that’s still vital, technology means insurance 
is also being called upon to protect more intangibles like data, digital assets, 
intellectual property and even reputation. The value of the data and information 
that businesses hold has increased exponentially.
In this fast paced, complex environment, cyber insurance is available to protect 
against these evolving risks facing businesses, including reputational and brand 
damage, business interruption, financial loss, data theft or extortion and legal 
and regulatory fines. According to statistics by the Association of British Insurers, 
99% of cyber claims are paid, one of the highest claims acceptance rates across all 
insurance products.** 

What are the main cyber threats?
It’s not highly sophisticated state-sponsored cyber criminals that should  
concern businesses.
Cyber attacks are usually opportunistic and exploit weakness, be it human 
error; like employees clicking on an infected link in an email and spreading 
it to colleagues, customers and suppliers, or poorly maintained systems and 
operational processes. For example, WannaCry breached the NHS because its 
Windows software hadn’t been kept up to date.
Cyber criminals focus on the path of least resistance. A traditional burglar will walk 
down a street looking for a weak spot. It won’t be through the locked front door, it 
will be via an open window, or a door without a lock or left ajar. They find a route 
into the house. Cyber criminals are no different.
The simple things matter.
Our cyber claims data identifies four enterprise-wide cyber exposures facing 
businesses, phishing, virus damage and ransomware, data breach and business 
interruption.
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Dealing with the aftermath of a cyber attack:

1 Financial  
Damage

Disruption to trading and 
loss of business. Cost 
of repairing affected 
systems and networks.

2 Reputational 
Damage

Damage to the brand, 
customer and supplier 
relationships leading to 
loss of sales & profit.

3 Legal  
Impact

Fines and regulatory 
sanctions including 
GDPR if personal 
data is accidentally or 
deliberately compromised.

Businesses need to think about the bigger picture because it isn’t just the damage 
that’s caused by the immediate cyber attack, there’s a great deal to manage 
afterwards. It’s very much akin to if there was a physical fire in your business; there’s 
putting out the fire and then there’s dealing with the damage afterwards.
The most expensive part of a cyber event is often responding to the incident. 
For example, if an attack has compromised a company’s computer network, then 
IT specialists are going to be needed to stop the attack; protect against further 
immediate threats; and work out what has been stolen. 
There is then a financial cost associated with limiting reputational damage; 
notifying clients or customers whose data has been stolen; and offering them 
identity theft protection solutions if necessary. Damage to digital assets claims 
can be easy to determine, especially if there is an extortion demand which the 
victim has paid. However, this is more difficult to determine if we’re talking about 
the cost of using IT specialists to rebuild systems or data – which might only be 
calculated after the work is completed.

Social engineering/impersonation fraud

These attacks are becoming more common and are a 
complicated threat because the cyber criminals target the 
employees of a business, aiming to exploit human habits 
and weaknesses; tricking them into breaking standard 
security policies in order to gain access to personal data, 
funds, or install malware and ransomware. 
Once a business has been exposed by the initial fraud, 
the cyber-criminal has access to carry out further 
attacks such as spreading viruses to customers 
or suppliers via email, accessing personal data or 
sending fake invoices for payment.

Percentage of UK businesses 
received social engineering 
scam.* 

28%

The three main impacts of a cyber breach are:
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Cyber Risks

Cyber – Insurance as a Service:
CNA Hardy’s cyber proposition includes a range of pre and post breach services 
that are designed to mitigate cyber risk and support businesses if they suffer a 
cyber breach. The majority of these services are available at no added cost.

Pre-breach prevention
• Pre-breach assessments and IT security reviews
• Malware & web vulnerability detection with GamaSec
• Access to selected expert service providers
• Latest cyber education for staff
• Penetration testing and cyber security analysis (£)

Breach assistance from our expert partners
• Forensic investigators
• Legal services
• Crisis management
• Media & PR agencies
• Credit referencing

Post-breach support
• Costs incurred to return business to normal operations  

& restore/recreate data information
• Cover for loss of revenue/income/turnover
• Legal costs for claims on privacy breach or network  

security failures
• Cost to make right the cyber exposures

Suspected cyber breach?
• The client calls our 24/7 emergency hotline
• Instant support to expert services to 

investigate breach
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So how can businesses protect themselves?
Here are three tips from our expert cyber underwriters on how businesses can 
improve their cyber resilience:

Cyber risk strategy 
Comprehensive cyber insurance is available for all businesses, regardless 
of their size. Coverages should protect against the major enterprise risks - 
social engineering, virus and ransomware, phishing, data breach and business 
interruption. The best solutions will also cover costs for legal advice and PR 
consultancy to limit reputational damage too.

Company culture is vital
Ongoing staff education and training on cyber threats and exposures is vital. 
Cyber security should be embedded to everyone in the business. Cyber threats 
are a boardroom risk, not the responsibility of the IT department.

Improved understanding of technology risks
Cyber exposures will continue to rise as businesses adopt new technology; it may 
improve efficiencies for businesses, but it also increases cyber threats. A cyber 
security plan should be in place and regular Business Continuity Plans updated 
every time you adopt new technology.

1 Cyber Risk 
Strategy

Invest time and resource 
on a robust cyber 
mitigation strategy. 

2 Culture & Staff 
Education

Create a cyber  
awareness culture from 
the boardroom down.

3 Understand 
Technology Impact

Understand what are 
there new exposures from 
tech adoption.

Are you on top of your 3rd party suppliers and  
interconnected risks?
60% of businesses now use external web hosting services* and many more use 
them for other functions including email, data storage and customer services. 
These providers have their own cyber exposures and weaknesses which could 
leave a business liable, so ensure due-diligence is carried out.
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Cyber claims examples 
What went wrong, and how our cyber product enables businesses to get back up 
and running following a breach:

Phishing: 
Cyber criminals set up fake emails or web pages that are designed to collect 
sensitive data, bank login details or credit card numbers. 80% of UK businesses 
have received phishing emails in the last 12 months*.
Email inbox hijack
What happened?
• Phishing email 

requesting email login 
and password

• Same phishing email 
sent to email addresses 
contained in inbox

• Entire contents of 
mailbox compromised 

What was our response?
• Technical advice on 

containing and denying 
unauthorised access

• Legal / PR advice on 
initial notifications to 
those contacts who 
received the email

• Forensics: analysed  
inbox content

• Regulatory advice on 
notification to regulators 
and individuals 

Typical incident  
response cost
• £15,000 - £40,000
• Claim covered under 

cyber insurance

 Sectors particularly 
affected?
• Financial institutions
• Education 
• Legal

Cyber Risks

Human error: 
Losing laptops, USB sticks, and mobile phones can lead to huge exposures, particularly 
if the device is not encrypted. Phones are used by staff for online banking, checking 
work emails, storing PDFs and documents. But how secure is the phone? Do 
employees update with the latest software and use password protection?

’Fat finger’ email
What happened?
• Email from a healthcare 

institution containing 
sensitive information 
was circulated to 
individuals using ‘cc’ 
rather than ‘bcc’ fields

• Email addresses could 
be identified by all of  
the recipients

What was our response?
• Legal/PR advice 

in managing 
communications to 
individuals

• Notifications to 
regulators

Typical incident  
response cost
• £5,000 - £15,000
• Covered under  

cyber insurance

 Sectors particularly 
affected?
• Healthcare
• Retail services
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Ramsomware:
The attackers block access to an entire network, a computer, or specific files and 
threaten to expose or destroy the data to extort money out of the business.  
12% of businesses suffered ransomware attack in the last 12 months*.

What happened?
• Zero day cryptolocker 

malware infection for 
large institution

• Disrupted a number 
of the firm’s systems 
preventing access to 
them

• No access to certain 
systems for a period of 
days 

What was our response?
• Technical advice to 

restore the firm’s 
systems as quickly  
as possible

• Legal and PR advice to 
ensure consistent  
internal comms

• Advised on regulatory 
obligations arising from 
the breach

Typical incident  
response cost
• £2,000 - £50,000
• Covered under  

cyber insurance

 Sectors particularly 
affected?
• Common issue across a 

number of sectors 
• High profile examples 

include WannaCry and 
NotPetya

Questions that a business should ask:
• What would your client do if they were attacked?

• Who would they call first? 

• What’s the cause of the problem and how do they fix it, quickly? 
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Widespread adoption of cyber insurance still seems to be a long way off with a 
reported 11% of UK businesses buying cyber cover in 2019 according to the ABI**. 
This is despite the fact that UK Government figures suggest that almost a third of 
businesses have suffered a cyber breach.

Common Cyber Myths with Dr Danny Steed, ReSolve Cyber
Dr Danny Steed from cyber security consultancy, ReSolve Cyber, close partners 
with CNA Hardy, provides his insight into how to respond to businesses who don’t 
view cyber as a threat:

Myth busting:
 We are not a target:

 The first myth that I encounter most of the time are businesses who try and 
say simply, “We are not a target.” They just can’t imagine why somebody 
would target them and the simple retort to go back with is, if you are online, 
if your business infrastructure uses the internet, everybody is a target in that 
space. The numbers do not lie in this regard; 80% of all UK businesses receive 
phishing emails, and 43% have already detected attempted attacks against 
them through their architecture. It is simply flying in the face of real data, to 
try and claim you are not a target.

 It’s too complicated:
 The second myth that I encounter day to day is that cyber security is simply 

too complicated because it’s about technology and this is not the case. 
Really, what we are talking about here is how to translate technology into 
business risk and for that, business leaders do not need to become technology 
specialists or computer scientists. They simply need to understand some 
basics like, “Where is my data held?”

 “What are the contractual obligations for my supply chain in looking after 
data? How have we kept our kits up-to-date and we’re not using utterly 
protocols? Have you kept your software and IT applications up to date and are 
you using the correct processes and protocols?

Cyber Risks

11% 
Companies that have  
cyber cover

32% 
Suffered a cyber attack  
in the last 12 months*
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 Cyber security is too expensive:
 The third myth that I encounter is that cyber security is too expensive to 

achieve, which is simply not true. The analogy I always go to is fire safety. 
Nobody begrudges the cost of having smoke detectors in their office and 
nobody questions their place. It should be the same with cyber security. What 
investment does a business put, as a small pot of money, to preventing an 
attack from ever occurring in the first place, in order to avoid paying out big 
and losing big when an actual attack succeeds?

 Cyber attacks aren’t that costly
 Myth four is a belief that the losses from a cyber attack are not so bad. This 

flies in the face of all the data we know. In the UK, in 2017, £130billion was lost 
to cyber crimes, through cyber attacks. 

 It’s simply too much money to ignore. It’s not responsible leadership in 
a business to say, “Let’s wait and just absorb a loss.” Focus should be on 
prevention rather than trying to accept the losses of an inevitable cyber 
attack. The added problem with myth four is that a businesses is exposed to 
interconnected risks - a whole catalogue of extra exposures, possible litigation, 
reputational harm, business interruption, perhaps even regulatory fines. 

 Any calculation that tries to say, “We can take the losses,” is only looking in 
the short-term. It doesn’t account for the much wider damage that a business 
could suffer.

 IT will take care of cyber security 
 The fifth myth is that cyber security is an IT problem. IT staff cannot account 

for human error against social engineering, for example. They can’t be 
personally responsible for enforcing safety standards and security processes.

 Most importantly, they can’t make strategic-level decisions. For business 
leaders to say, “IT should take care of it”, is passing the buck. When it comes 
time to try and speak with an insurer, or with a regulator, that’s when people 
will be found out as being negligent in handling their cyber security.

** Up to 89% of businesses potentially unprotected against attacks. Association of British Insurers. 8/8/19
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Our winning proposition is our commitment to our customers:  
We offer more than just a policy – we deliver distinctive insurance solutions and we 
promise superior customer service.

How we deliver on this commitment is what sets us apart from the competition. 

Here are just some of the reasons you should choose us:

• People: We recognise that our staff bring our commitment to our customers 
alive. Our priority is to be a great place to work so we continue to attract, retain 
and develop the best talent in the market.

• Product and service: We develop innovative and specialised solutions by product 
and industry specialism and create certainty for customers through the delivery of 
underwriting and service excellence. This comprehensive global product offering 
supported by superior claim and risk control services is hard to replicate.

• Partnership: We believe in building enduring relationships and want to focus 
our energy on partnering with customers and producers who value our approach 
and seek the same.

• Proven track record: Our financial strength underpins our contract with our 
customers. We receive consistently high ratings from AM Best and Standard & 
Poor’s proving our ability to deliver on our commitment should the worst happen.

For us, the customer comes first. 

Why choose CNA Hardy?
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20 Fenchurch Street London EC3M 3BY United Kingdom 
Tel +44 (0)20 7743 6800

The information contained in this document does not represent a complete analysis of the topics presented and is provided for information purposes 
only. It is not intended as legal advice and no responsibility can be accepted by CNA Hardy for any reliance placed upon it. Legal advice should always 
be obtained before applying any information to the particular circumstances.
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entities are all registered in England with their registered office at 20 Fenchurch Street, London, EC3M 3BY. VAT number 667557779.
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